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The End of Kiwi Farms, the Web’s Most Notorious Stalker Site
Users harassed people for a decade. Then they messed with the wrong woman.
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ON THE MORNING  of August 5, in London, Ontario, police put
an assault rifle in Clara Sorrenti’s face. Sorrenti is a trans activist
and Twitch streamer who provides political commentary under
the handle Keffals. Earlier that morning, an impersonator had
sent an email to city councillors claiming that Sorrenti had
killed her mother and would soon go to City Hall to shoot every
cisgender person she saw. “When I was woken up by police
officers and saw the assault rifle pointed at me, I thought I was
going to die,” Sorrenti later recounted in a video on YouTube. “I
feel traumatized.”

Sorrenti was the latest
victim of a vicious ongoing
harassment campaign
driven by Kiwi Farms, an
online community known
for stalking, swatting,
harassing, doxing, and
intimidating everyone
from Gamergate targets to
far-right congressmember
Marjorie Taylor Greene. Its
users are known to single
out transgender and
neurodivergent people in
particular. The site is
connected to the suicides
of at least three people
who were targets of
sustained harassment.

Users’ tactics are exhaustive. For the past decade, Kiwi Farms
has operated with impunity—until now.

In the wake of her swatting, Sorrenti began a campaign, Drop
Kiwi Farms, to sever the forum’s access to digital service
providers. In particular, she drew attention to its web security
provider Cloudflare. Kiwi Farms has been allowed to operate
for years as a fringe site, but the campaign pushed it into the
mainstream eye as Sorrenti gave countless interviews, launched
a Twitter campaign, and gathered supporters to put pressure on
Cloudflare.

On August 31, CEO Matthew Prince responded indirectly to the
campaign with a post on Cloudflare’s abuse policies. Although it
did not mention Kiwi Farms or Sorrenti specifically, Prince
wrote that “overbroad takedowns can have significant
unintended impact on access to content online.”

“Just as the telephone company doesn’t terminate your line if
you say awful, racist, bigoted things, we have concluded in
consultation with politicians, policy makers, and experts that
turning off security services because we think what you publish
is despicable is the wrong policy.”

Historically, Cloudflare has been reluctant to drop even neo-
Nazi sites like The Daily Stormer, ignoring pressure from critics
and claiming neutrality. It wasn’t until 2017 that Cloudflare
acted against the extremist site—notably, after the death of
Heather Heyer in Charlottesville, Virginia. In 2019, in the wake
of shootings in El Paso, Texas, the company booted 8chan, a site
the shooter frequented. But it took more than a single violent
instance to get that response; as Prince noted at the time, 8chan
members were also responsible for the terrorist attack on two
mosques in Christchurch, New Zealand.

ADVERTISEMENT

This history, then, might give some context as to why Prince
responded the way he did when it came to Kiwi Farms—and
why it’s so unprecedented that he eventually reversed course.
Kiwi Farms’ harassment continued to escalate even after
Sorrenti got swatted. By August 14, she and her fiancé had
relocated to a local hotel. According to the streamer, users spent
hours cross-referencing a photo of bedsheets from the hotel she
was staying at (she’d posted a photo of her cat). Once they
successfully located her, they sent pizzas to her room under her
deadname. “It’s the threat they send by telling me they know
where I live and are willing to act on it in the real world,”
Sorrenti said in another YouTube video. Her UberEats account
got hacked and hundreds of dollars worth of food was sent her
way; strangers began sending threatening voicemails to her and
her family.
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Sorrenti left the country for Belfast in Northern Ireland. Kiwi
Farms members once again tracked her down. One person
posted a photo of a message that contained the date and a
reference to Kiwi Farms specifically outside her temporary
residence.

On September 3, Cloudflare changed tack. Prince announced
that it had blocked Kiwi Farms in “an extraordinary decision for
us to make and, given Cloudflare’s role as an internet
infrastructure provider, a dangerous one that we are not
comfortable with.”

The company said it did not block Kiwi Farms directly because
of Sorrenti’s efforts. In the wake of that campaign, however,
Prince wrote that “feeling attacked, users of Kiwi Farms became
even more aggressive.” Furthermore, the company said it
proactively reached out to law enforcement.

“The rhetoric on the Kiwi
Farms site and specific,
targeted threats have
escalated over the last 48
hours to the point that we
believe there is an
unprecedented emergency
and immediate threat to
human life unlike we have
previously seen from Kiwi
Farms or any other
customer before,” Prince
wrote of the company’s
decision to ultimately drop
the forum. “We are aware

and concerned that our action may only fan the flames of this
emergency … the individuals that used the site to increasingly
terrorize will feel even more isolated and attacked and may
lash out further. There is real risk that by taking this action
today we may have further heightened the emergency.”

Cloudflare did not respond to specific questions from WIRED
but reiterated parts of the statement posted last weekend. “To
be clear, it is not an effective or long-term solution for an
infrastructure provider to take this action. We believe we need
better legal mechanisms across society to ensure protection of
those who come under threat of violence online,” spokesperson
Jessie Foster told WIRED.

After being dropped by Cloudflare, Kiwi Farms has scrambled to
find the web infrastructure services it needs to stay online. The
security service hCaptcha and even Russian host DDoS-Guard
have both turned the extremist site away. Kiwi Farms founder
Josh Moon has said he expects that the forum won’t be able to
stay up consistently anymore. As reported by NBC News’ Ben
Collins, Moon does “not see a situation where the Kiwi Farms is
simply allowed to operate.” The site has even been purged from
the Internet Archive. It appears that, for now, it has found a
home with VanwaTech, which also provided services to Daily
Stormer and 8kun (formerly 8chan) after their respective
Cloudflare bans.

Sorrenti acknowledged that Kiwi Farms may never fully be
offline, in the same way that 8chan and Daily Stormer have
persisted. But she notes that once a site loses the ability to
purchase basic web services from content delivery networks
and web security companies, they become “completely
impotent” in spite of the extreme lengths they can go to in order
to nominally stick around. Whether or not Kiwi Farms has been
completely removed, Sorrenti said, “is irrelevant to the fact that
the goals of our campaign have not only been achieved, but
have achieved more than we could have ever expected.” Kiwi
Farms has lost its access in the visible parts of the web.

“We won,” Sorrenti said. “Kiwi Farms is dead.”
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@megan_nicolett.
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Users harassed people for a decade. Then they messed with the wrong woman.
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ON THE MORNING  of August 5, in London, Ontario, police put
an assault rifle in Clara Sorrenti’s face. Sorrenti is a trans activist
and Twitch streamer who provides political commentary under
the handle Keffals. Earlier that morning, an impersonator had
sent an email to city councillors claiming that Sorrenti had
killed her mother and would soon go to City Hall to shoot every
cisgender person she saw. “When I was woken up by police
officers and saw the assault rifle pointed at me, I thought I was
going to die,” Sorrenti later recounted in a video on YouTube. “I
feel traumatized.”

Sorrenti was the latest
victim of a vicious ongoing
harassment campaign
driven by Kiwi Farms, an
online community known
for stalking, swatting,
harassing, doxing, and
intimidating everyone
from Gamergate targets to
far-right congressmember
Marjorie Taylor Greene. Its
users are known to single
out transgender and
neurodivergent people in
particular. The site is
connected to the suicides
of at least three people
who were targets of
sustained harassment.

Users’ tactics are exhaustive. For the past decade, Kiwi Farms
has operated with impunity—until now.

In the wake of her swatting, Sorrenti began a campaign, Drop
Kiwi Farms, to sever the forum’s access to digital service
providers. In particular, she drew attention to its web security
provider Cloudflare. Kiwi Farms has been allowed to operate
for years as a fringe site, but the campaign pushed it into the
mainstream eye as Sorrenti gave countless interviews, launched
a Twitter campaign, and gathered supporters to put pressure on
Cloudflare.

On August 31, CEO Matthew Prince responded indirectly to the
campaign with a post on Cloudflare’s abuse policies. Although it
did not mention Kiwi Farms or Sorrenti specifically, Prince
wrote that “overbroad takedowns can have significant
unintended impact on access to content online.”

“Just as the telephone company doesn’t terminate your line if
you say awful, racist, bigoted things, we have concluded in
consultation with politicians, policy makers, and experts that
turning off security services because we think what you publish
is despicable is the wrong policy.”

Historically, Cloudflare has been reluctant to drop even neo-
Nazi sites like The Daily Stormer, ignoring pressure from critics
and claiming neutrality. It wasn’t until 2017 that Cloudflare
acted against the extremist site—notably, after the death of
Heather Heyer in Charlottesville, Virginia. In 2019, in the wake
of shootings in El Paso, Texas, the company booted 8chan, a site
the shooter frequented. But it took more than a single violent
instance to get that response; as Prince noted at the time, 8chan
members were also responsible for the terrorist attack on two
mosques in Christchurch, New Zealand.
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This history, then, might give some context as to why Prince
responded the way he did when it came to Kiwi Farms—and
why it’s so unprecedented that he eventually reversed course.
Kiwi Farms’ harassment continued to escalate even after
Sorrenti got swatted. By August 14, she and her fiancé had
relocated to a local hotel. According to the streamer, users spent
hours cross-referencing a photo of bedsheets from the hotel she
was staying at (she’d posted a photo of her cat). Once they
successfully located her, they sent pizzas to her room under her
deadname. “It’s the threat they send by telling me they know
where I live and are willing to act on it in the real world,”
Sorrenti said in another YouTube video. Her UberEats account
got hacked and hundreds of dollars worth of food was sent her
way; strangers began sending threatening voicemails to her and
her family.
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Sorrenti left the country for Belfast in Northern Ireland. Kiwi
Farms members once again tracked her down. One person
posted a photo of a message that contained the date and a
reference to Kiwi Farms specifically outside her temporary
residence.

On September 3, Cloudflare changed tack. Prince announced
that it had blocked Kiwi Farms in “an extraordinary decision for
us to make and, given Cloudflare’s role as an internet
infrastructure provider, a dangerous one that we are not
comfortable with.”

The company said it did not block Kiwi Farms directly because
of Sorrenti’s efforts. In the wake of that campaign, however,
Prince wrote that “feeling attacked, users of Kiwi Farms became
even more aggressive.” Furthermore, the company said it
proactively reached out to law enforcement.

“The rhetoric on the Kiwi
Farms site and specific,
targeted threats have
escalated over the last 48
hours to the point that we
believe there is an
unprecedented emergency
and immediate threat to
human life unlike we have
previously seen from Kiwi
Farms or any other
customer before,” Prince
wrote of the company’s
decision to ultimately drop
the forum. “We are aware

and concerned that our action may only fan the flames of this
emergency … the individuals that used the site to increasingly
terrorize will feel even more isolated and attacked and may
lash out further. There is real risk that by taking this action
today we may have further heightened the emergency.”

Cloudflare did not respond to specific questions from WIRED
but reiterated parts of the statement posted last weekend. “To
be clear, it is not an effective or long-term solution for an
infrastructure provider to take this action. We believe we need
better legal mechanisms across society to ensure protection of
those who come under threat of violence online,” spokesperson
Jessie Foster told WIRED.

After being dropped by Cloudflare, Kiwi Farms has scrambled to
find the web infrastructure services it needs to stay online. The
security service hCaptcha and even Russian host DDoS-Guard
have both turned the extremist site away. Kiwi Farms founder
Josh Moon has said he expects that the forum won’t be able to
stay up consistently anymore. As reported by NBC News’ Ben
Collins, Moon does “not see a situation where the Kiwi Farms is
simply allowed to operate.” The site has even been purged from
the Internet Archive. It appears that, for now, it has found a
home with VanwaTech, which also provided services to Daily
Stormer and 8kun (formerly 8chan) after their respective
Cloudflare bans.

Sorrenti acknowledged that Kiwi Farms may never fully be
offline, in the same way that 8chan and Daily Stormer have
persisted. But she notes that once a site loses the ability to
purchase basic web services from content delivery networks
and web security companies, they become “completely
impotent” in spite of the extreme lengths they can go to in order
to nominally stick around. Whether or not Kiwi Farms has been
completely removed, Sorrenti said, “is irrelevant to the fact that
the goals of our campaign have not only been achieved, but
have achieved more than we could have ever expected.” Kiwi
Farms has lost its access in the visible parts of the web.

“We won,” Sorrenti said. “Kiwi Farms is dead.”
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The endless battle to banish the world’smost notorious stalker websiteThe anonymous forum, known as Kiwi Farms, keeps popping back online despite a
relentless campaign by transgender activists and a former insider

By Nitasha Tiku

When he heard that Kiwi Farms had been knocked offline, “Clay,” amember of the anonymous online forum, was flooded with relief. “Ithought to myself, ‘This hell on Earth has finally been vanquished.’”
Founded in 2013, Kiwi Farms has been used to organize viciousharassment and stalking campaigns against targets including ClaraSorrenti, a transgender activist known as Keffals, and Rep. MarjorieTaylor Greene (Ga.), a far-right Republican. It went down exactly oneyear ago, after Cloudflare, a major tech security firm, stopped providingservices, saying contributors to the forum were posting the homeaddresses of those seen as enemies and calling for them to be shot.

But in the week that followed, Kiwi Farms scrambled to stay alive,jumping from Russian servers to a Ukrainian hosting service toVanwaTech, a Vancouver, Wash.-based hosting and security companyinfamous for providing refuge to 8chan, a message board notorious forwhite-supremacist content. As it became increasingly clear that KiwiFarms would not go down without a fight, Clay — who spoke on thecondition that he be identified by a pseudonym to avoid retribution —joined forces with Liz Fong-Jones, one of Kiwi Farms’s fiercestadversaries, and launched a dogged campaign to keep the site offline.Over the past year, their little group of internet sleuths, trans engineersand activists has methodically chased Kiwi Farms across servers andnetworks around the globe, successively persuading more than twodozen companies to drop the site. Despite this laborious undertaking —described exclusively to The Washington Post — the site has endured,showing up for months at a time, sometimes as a “mirror” of itself on anentirely different URL or as a foreign domain in countries such asPoland.

The group’s Sisyphean battle illustrates the lack of mechanisms forreporting online abuse, much less for banishing harmful content. It alsoraises serious doubts about society’s ability to block any site from theglobal web — even one that explicitly incites violence.
“Either people think Kiwi Farms is dead forever … or they think it’s upand therefore it’s going to remain up forever,” said Fong-Jones, atransgender site-reliability engineer who had been targeted by theforum. “Neither of those two narratives are true.”

Founded by Joshua Moon, a former 8chan administrator, Kiwi Farmsevolved into a popular platform for creating harassment campaigns. Itsusers often fixated on transgender people, relentlessly stalking anddoxing them. At least three of its victims died by suicide.

In response to a request for comment, Moon wrote by email, “Do youstill print that rag on paper? If so, please send a physical copy of yoursmear piece to the PO box listed on the website so I can frame it.Thanks.”

The campaign against Kiwi Farms began in earnest last summer.Sorrenti, a Twitch streamer who became famous as a news star for transyouths, had been under attack for months by Kiwi Farms users, who shesaid doxed her address and “swatted” her home, filing a false crimereport that drove police to her door. In August 2022, she fled her nativeCanada for Europe and launched a social media campaign to pressureinternet providers to stop protecting the forum, using the hashtag#DropKiwiFarms.

From her home in Vancouver, Fong-Jones heard about the harassmentagainst Sorrenti and immediately recognized the tactics.

Follow Technology
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Fong-Jones also had been targeted by Kiwi Farms beginning in 2017,when she donated to a transgender nonprofit. Users published her homeaddress, the names of her biological parents and a redacted copy of herbirth certificate in a thread that included racist and transphobic slurs.Members smeared her online in an attempt to ruin her Google searchresults, then sent her employers the false information.
Though the harassment had died down, Fong-Jones still felt compelledto contribute to the #DropKiwiFarms campaign. She made videos forher YouTube channel explaining Cloudflare’s complicity in keeping thesite online.

Those videos soon reached Katherine Lorelei, a transgender IT workerin Norman, Okla. Lorelei had never heard of Kiwi Farms and wasdistraught by what she learned from Fong-Jones’s presentations.

Lorelei had been taking gender transition hormones for less than a yearand had no connections to activist circles. Beyond wrangling serverspace, she had never worked on systems that spanned the entireinternet. But she volunteered to help, starting as Fong-Jones’s assistant,before stepping up to co-lead the team.
“I had no idea I had these skills, to be honest,” Lorelei said.
The group began spending dozens of hours each week navigating thebyzantine web of network infrastructure, trying to ferret out connectionsbetween no-name intermediaries to track down Kiwi Farms’s new home.Then they would send carefully worded emails to those companies’employees — even cold-messaging on LinkedIn — to persuade them tostop working with the website.

The group operated in cells in case they were doxed but kept track ofevery internet provider they persuaded to cut ties with Kiwi Farms.
Moon had a few major advantages. After earlier attempts to take downthe site, he incorporated as his own internet service provider, acquiringhis own hardware, network resources and a block of IP addresses,making Kiwi Farms much more difficult to dislodge. It marks the site asa “peer” on the internet, meaning Moon directly receives any abusereports and is entitled to a presumption of good faith.

When the team alerted FiberHub, a data center in Las Vegas, to the badactor using its facilities, the center said it merely provided the electricityand power cord but had no bearing on the servers that kept the siteonline. Those belonged to Moon’s hosting company, originallyincorporated under the name Final Solutions, a Nazi reference.FiberHub did not immediately respond to request for comment.

The group slowly discovered a network of what they called “s--- hosts” —low-end internet providers who work with disreputable sites that spreadmalware or offensive content, arguing that they have a right to freespeech.

But the group had an asset of its own.
Clay had been a member of Kiwi Farms in his teens. He was bored,seeking community, pressured by his friends and going through alibertarian phase, he said. But following the suicide of one of the site’stargets, he began to push back on the forum’s creed that its victimsweren’t human. He withdrew from the site after he saw Kiwi Farmsmembers turn their talents for doxing and harassment on othermembers.

His goal in joining Fong-Jones and Lorelei’s group was to help theforum’s users, he told The Post. He pointed to Frederick Brennan, thecreator of 8chan who called for that site to be taken offline after itplayed a role in mass killings in Christchurch, New Zealand, and ElPaso. Brennan, he said, “wanted to free [the] user base of that site frombeing radicalized, from going down a darker path. And that’s what I’msort of doing here.”

Having Clay onboard was a game changer. One of the challenges inpersuading companies that Kiwi Farms was a bad actor was the site’sopaque language. Outsiders might overlook terms such as “TTD,” whichin Kiwi Farms’s vernacular means “total tr--ny death,” using a slur torefer to transgender people.

Clay could translate this language. He also could show how Kiwi Farmsusers migrated to Discord servers, where they were more explicit aboutplanning attacks. He led activists to the threads most rife with racismand calls for violence. And he confirmed the trolls’ habit of using thephrase “in Minecraft” to pretend an illegal activity, such as revealing theSocial Security numbers of their targets, was just something they did inthe online game.

“He was the Kiwi Farms whisperer,” Fong-Jones said.

Clay, in turn, was getting an education of his own. Fong-Jones helpedhim get up to speed on the “backbone” of the internet — massivenetworks responsible for publishing or passing along content known asTier 1 ISPs — as well as the smaller downstream companies that dependon them for global reach.

Specialists schooled him in navigating the labyrinthinetelecommunications industry. They explained Border Gateway Protocol,the automated routing system that picks the best path for traffic. Andthey explained how to leverage Tier 1 ISPs’ acceptable-use policies, thecontracts that typically prohibit clients from using networks for theft,hacking, harassment and other unwanted or illegal activity.
In October, the group made a breakthrough.
After rotating among web hosts, Moon had settled on Zayo, a companybased in Boulder, Colo. Fong-Jones contacted someone at Zayo, aformer colleague who was alarmed to learn his company was workingwith Kiwi Farms and escalated the matter to senior leadership.

Kiwi Farms’s services were soon terminated. In a statement, Zayo said itconcluded that the forum had violated its acceptable-use policy, “whichallows for termination of service.”

For Fong-Jones, it was a wake-up call. There are fewer than 20 Tier 1ISPs in the world, and they get a ton of complaints: Spam. Malware.Harmful content. By and large, they try to stay out of such disputes,preferring to assume they are doing business with reputable companies.But the Zayo experience showed that — if Fong-Jones could reach theright people — top-tier providers were willing to prioritize enforcingtheir acceptable-use policies.

Threats loomed over the group. After her YouTube videos aboutCloudflare, Kiwi Farms users posted Fong-Jones’s home address, SocialSecurity number and driver’s license. Once Zayo dropped the site, shebegan receiving death threats by phone.
Still, a year after the Cloudflare decision, asking providers to drop KiwiFarms generates controversy. Last week, the Electronic FrontierFoundation published an opinion piece arguing that Tier 1 ISPs shouldnot bow to pressure to drop Kiwi Farms, calling the move “a dangerousstep” toward censorship.

“If the site in question were Reddit, or Planned Parenthood, or evenEFF, the internet would be up in arms,” wrote the foundation, anonprofit digital rights group based in San Francisco.
Alejandra Caraballo, a clinical instructor at Harvard Law School’sCyberlaw Clinic, called that argument misplaced. “Fundamentally, EFFfails to acknowledge how power dynamics and asymmetrical threats canact as its own form of censorship,” Caraballo wrote on X, the siteformerly known as Twitter.

Cloudflare CEO Matthew Prince has confessed to mixed feelings. Whilethe company has withdrawn security services for the Daily Stormer and8chan — both linked to real-world violence, including mass killings anda deadly riot — Prince argues that revoking services based onreprehensible content sets a dangerous precedent.

“Deciding what isn’t allowed is the job of governments and regulators,not ISPs and network providers,” he said via the messaging app Signal.Still, he added, “I don’t miss having to worry about [Kiwi Farms] andtheir often vile content.”

Amid that debate, Kiwi Farms remains online. Without Cloudflare orZayo or any of the two dozen other companies that have dropped theforum since the group started in September, Fong-Jones says it is downto a limited number of lifelines.

Lorelei, who is now committed full-time to trans activism, wants tomove on to other causes. Fong-Jones is moving on as well. Clay andanother one of the younger members of the group plan on carrying thetorch.

Reflecting on the past year, Fong-Jones said it’s unreasonable to expectvictims of harassment to have to do this work.
It’s true Kiwi Farms keeps finding more providers, she said. But “it’s afinite list. And this is why we know we’re going to win.”

Joseph Menn contributed to this report.

CORRECTION

A previous version of this article misspelled Katherine Lorelei's last name. The
article has been corrected.
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A concerted effort by tech firms

Blocking Kiwifarms
09/03/2022

Matthew Prince
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We have blocked Kiwifarms. Visitors to any of the Kiwifarms sites that use any of

Cloudflare's services will see a Cloudflare block page and a link to this post.

Kiwifarms may move their sites to other providers and, in doing so, come back

online, but we have taken steps to block their content from being accessed through

our infrastructure.

This is an extraordinary decision for us to make and, given Cloudflare's role as an

Internet infrastructure provider, a dangerous one that we are not comfortable with.

However, the rhetoric on the Kiwifarms site and specific, targeted threats have

escalated over the last 48 hours to the point that we believe there is an

unprecedented emergency and immediate threat to human life unlike we have

previously seen from Kiwifarms or any other customer before.

Escalating threats

Kiwifarms has frequently been host to revolting content. Revolting content alone

does not create an emergency situation that necessitates the action we are taking

today. Beginning approximately two weeks ago, a pressure campaign started with

the goal to deplatform Kiwifarms. That pressure campaign targeted Cloudflare as

well as other providers utilized by the site.

Cloudflare provided security services to Kiwifarms, protecting them from DDoS and

other cyberattacks. We have never been their hosting provider. As we outlined last

Wednesday, we do not believe that terminating security services is appropriate,

even to revolting content. In a law-respecting world, the answer to even illegal

content is not to use other illegal means like DDoS attacks to silence it.

We are also not taking this action directly because of the pressure campaign. While

we have empathy for its organizers, we are committed as a security provider to

protecting our customers even when they run deeply afoul of popular opinion or

even our own morals. The policy we articulated last Wednesday remains our policy.

We continue to believe that the best way to relegate cyberattacks to the dustbin of

history is to give everyone the tools to prevent them.

However, as the pressure campaign escalated, so did the rhetoric on the Kiwifarms

site. Feeling attacked, users of Kiwifarms became even more aggressive. Over the

last two weeks, we have proactively reached out to law enforcement in multiple

jurisdictions highlighting what we believe are potential criminal acts and imminent

threats to human life that were posted to the site.

Legal process

While law enforcement in these areas are working to investigate what we and

others reported, unfortunately the process is moving more slowly than the

escalating risk. While we believe that in every other situation we have faced —

including the Daily Stormer and 8chan — it would have been appropriate as an

infrastructure provider for us to wait for legal process, in this case the imminent and

emergency threat to human life which continues to escalate causes us to take this

action.

Hard cases make bad law. This is a hard case and we would caution anyone from

seeing it as setting precedent. The policies we articulated last Wednesday remain

our policies. For an infrastructure provider like Cloudflare, legal process is still the

correct way to deal with revolting and potentially illegal content online.

But we need a mechanism when there is an emergency threat to human life for

infrastructure providers to work expediently with legal authorities in order to ensure

the decisions we make are grounded in due process. Unfortunately, that

mechanism does not exist and so we are making this uncomfortable emergency

decision alone.

Not the end

Finally, we are aware and concerned that our action may only fan the flames of this

emergency. Kiwifarms itself will most likely find other infrastructure that allows

them to come back online, as the Daily Stormer and 8chan did themselves after we

terminated them. And, even if they don't, the individuals that used the site to

increasingly terrorize will feel even more isolated and attacked and may lash out

further. There is real risk that by taking this action today we may have further

heightened the emergency.

We will continue to work proactively with law enforcement to help with their

investigations into the site and the individuals who have posted what may be illegal

content to it. And we recognize that while our blocking Kiwifarms temporarily

addresses the situation, it by no means solves the underlying problem. That

solution will require much more work across society. We are hopeful that our action

today will help provoke conversations toward addressing the larger problem. And

we stand ready to participate in that conversation.

We protect entire corporate networks, help customers build Internet-scale

applications efficiently, accelerate any website or Internet application, ward off

DDoS attacks, keep hackers at bay, and can help you on your journey to Zero Trust.

Visit 1.1.1.1 from any device to get started with our free app that makes your Internet

faster and safer.

To learn more about our mission to help build a better Internet, start here. If you're

looking for a new career direction, check out our open positions.
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/ / DDoS-Guard terminating services for Kiwi Farms

DDoS-Guard terminating services for Kiwi FarmsSeptember 5, 2022  1303

On September 4, Kiwi Farms forum administrators activated DDoS-Guard protection
for their domain.

As a DDoS protection provider, we have customers around the world and it is not our
duty to moderate content on their sites. We don’t have to decide whether a website
violates the law. We only can restrict access to the customer’s website if it is
reasonable. For example, if there’s the official notice from the court.
However, today we did not wait for the official notification and stopped providing
services for the Kiwi Farms forum. We have received multiple complaints from users
saying that it violates the DDoS-Guard Acceptable Use Policy.
Having analyzed the content of the site, we decided on the termination of DDoS
protection services for kiwifarms.ru. To all those who brought this incident to our
attention, we thank you.
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We have blocked Kiwifarms. Visitors to any of the Kiwifarms sites that use any of

Cloudflare's services will see a Cloudflare block page and a link to this post.

Kiwifarms may move their sites to other providers and, in doing so, come back

online, but we have taken steps to block their content from being accessed through

our infrastructure.

This is an extraordinary decision for us to make and, given Cloudflare's role as an

Internet infrastructure provider, a dangerous one that we are not comfortable with.

However, the rhetoric on the Kiwifarms site and specific, targeted threats have

escalated over the last 48 hours to the point that we believe there is an

unprecedented emergency and immediate threat to human life unlike we have

previously seen from Kiwifarms or any other customer before.

Escalating threats

Kiwifarms has frequently been host to revolting content. Revolting content alone

does not create an emergency situation that necessitates the action we are taking

today. Beginning approximately two weeks ago, a pressure campaign started with

the goal to deplatform Kiwifarms. That pressure campaign targeted Cloudflare as

well as other providers utilized by the site.

Cloudflare provided security services to Kiwifarms, protecting them from DDoS and

other cyberattacks. We have never been their hosting provider. As we outlined last

Wednesday, we do not believe that terminating security services is appropriate,

even to revolting content. In a law-respecting world, the answer to even illegal

content is not to use other illegal means like DDoS attacks to silence it.

We are also not taking this action directly because of the pressure campaign. While

we have empathy for its organizers, we are committed as a security provider to

protecting our customers even when they run deeply afoul of popular opinion or

even our own morals. The policy we articulated last Wednesday remains our policy.

We continue to believe that the best way to relegate cyberattacks to the dustbin of

history is to give everyone the tools to prevent them.

However, as the pressure campaign escalated, so did the rhetoric on the Kiwifarms

site. Feeling attacked, users of Kiwifarms became even more aggressive. Over the

last two weeks, we have proactively reached out to law enforcement in multiple

jurisdictions highlighting what we believe are potential criminal acts and imminent

threats to human life that were posted to the site.

Legal process

While law enforcement in these areas are working to investigate what we and

others reported, unfortunately the process is moving more slowly than the

escalating risk. While we believe that in every other situation we have faced —

including the Daily Stormer and 8chan — it would have been appropriate as an

infrastructure provider for us to wait for legal process, in this case the imminent and

emergency threat to human life which continues to escalate causes us to take this

action.

Hard cases make bad law. This is a hard case and we would caution anyone from

seeing it as setting precedent. The policies we articulated last Wednesday remain

our policies. For an infrastructure provider like Cloudflare, legal process is still the

correct way to deal with revolting and potentially illegal content online.

But we need a mechanism when there is an emergency threat to human life for

infrastructure providers to work expediently with legal authorities in order to ensure

the decisions we make are grounded in due process. Unfortunately, that

mechanism does not exist and so we are making this uncomfortable emergency

decision alone.

Not the end

Finally, we are aware and concerned that our action may only fan the flames of this

emergency. Kiwifarms itself will most likely find other infrastructure that allows

them to come back online, as the Daily Stormer and 8chan did themselves after we

terminated them. And, even if they don't, the individuals that used the site to

increasingly terrorize will feel even more isolated and attacked and may lash out

further. There is real risk that by taking this action today we may have further

heightened the emergency.

We will continue to work proactively with law enforcement to help with their

investigations into the site and the individuals who have posted what may be illegal

content to it. And we recognize that while our blocking Kiwifarms temporarily

addresses the situation, it by no means solves the underlying problem. That

solution will require much more work across society. We are hopeful that our action

today will help provoke conversations toward addressing the larger problem. And

we stand ready to participate in that conversation.

We protect entire corporate networks, help customers build Internet-scale

applications efficiently, accelerate any website or Internet application, ward off

DDoS attacks, keep hackers at bay, and can help you on your journey to Zero Trust.

Visit 1.1.1.1 from any device to get started with our free app that makes your Internet

faster and safer.

To learn more about our mission to help build a better Internet, start here. If you're

looking for a new career direction, check out our open positions.
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(NCMEC), the US-based organization that acts as a clearinghouse for removing this abhorrent

content...
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Since we first started reporting in 2013, our transparency report has focused on requests from
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data. ...
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On September 4, Kiwi Farms forum administrators activated DDoS-Guard protection
for their domain.

As a DDoS protection provider, we have customers around the world and it is not our
duty to moderate content on their sites. We don’t have to decide whether a website
violates the law. We only can restrict access to the customer’s website if it is
reasonable. For example, if there’s the official notice from the court.
However, today we did not wait for the official notification and stopped providing
services for the Kiwi Farms forum. We have received multiple complaints from users
saying that it violates the DDoS-Guard Acceptable Use Policy.
Having analyzed the content of the site, we decided on the termination of DDoS
protection services for kiwifarms.ru. To all those who brought this incident to our
attention, we thank you.
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"Service Continuation Of Kiwi Farms" By Hugo Carvalho 2022-09-15 23:45:08

Service Continuation Of Kiwi Farms...

My name is Hugo Carvalho and I'm the CEO of DiamWall, today I'm bringing an important statement that I never thought I

would need to do anytime soon.

About our CDN...

Before even starting to talk about Kiwi Farms I think it is important to let people know what a CDN is and does.

We are only a proxy that filters website traffic and blocks malicious requests, we DO NOT host any website, we ARE NOT

responsible for any website's content and we CANNOT control every service's content.

Everyone is free to register an account at our website, pay for the product and start using it. We DO NOT and CANNOT

analyze every single website that starts using our services.

DiamWall is completely new in this market (we opened to the public one month ago) and this is not a good way to start for

sure, nor is it the way that we wanted to start.

DiamWall was formed by a small group of people that worked for many years in this area with private customers and we

created the best Anti-DDoS technologies that ever existed.

Now that you understand how it works, let's talk about Kiwi Farms...

The owner of Kiwi Farms came in need of DDoS Protection and because their website was offline due to DDoS, we didn't

really know about their website's content. They had a PROBLEM and we had the SOLUTION.

Soon enough the reports started to arrive and we started digging more and more about this website, soon enough we found

that Kiwi Farms hosts a lot of revolting content.

We do not think that is fair to terminate any service because of public pressure but in this case, we think there is some

foundation behind all those requests and we really do not want to have anything to do with it.

So, after careful consideration, DiamWall does not feel like Kiwi Farms is a good fit for our company, which means that today

we are SUSPENDING their service inside DiamWall's CDN.

Please be AWARE that this will not fix the issue, only delay it, they will find another provider that can protect them and will

be online once again.

Best Regards,

Hugo Carvalho,

DiamWall CEO
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We have blocked Kiwifarms. Visitors to any of the Kiwifarms sites that use any of

Cloudflare's services will see a Cloudflare block page and a link to this post.

Kiwifarms may move their sites to other providers and, in doing so, come back

online, but we have taken steps to block their content from being accessed through

our infrastructure.

This is an extraordinary decision for us to make and, given Cloudflare's role as an

Internet infrastructure provider, a dangerous one that we are not comfortable with.

However, the rhetoric on the Kiwifarms site and specific, targeted threats have

escalated over the last 48 hours to the point that we believe there is an

unprecedented emergency and immediate threat to human life unlike we have

previously seen from Kiwifarms or any other customer before.

Escalating threats

Kiwifarms has frequently been host to revolting content. Revolting content alone

does not create an emergency situation that necessitates the action we are taking

today. Beginning approximately two weeks ago, a pressure campaign started with

the goal to deplatform Kiwifarms. That pressure campaign targeted Cloudflare as

well as other providers utilized by the site.

Cloudflare provided security services to Kiwifarms, protecting them from DDoS and

other cyberattacks. We have never been their hosting provider. As we outlined last

Wednesday, we do not believe that terminating security services is appropriate,

even to revolting content. In a law-respecting world, the answer to even illegal

content is not to use other illegal means like DDoS attacks to silence it.

We are also not taking this action directly because of the pressure campaign. While

we have empathy for its organizers, we are committed as a security provider to

protecting our customers even when they run deeply afoul of popular opinion or

even our own morals. The policy we articulated last Wednesday remains our policy.

We continue to believe that the best way to relegate cyberattacks to the dustbin of

history is to give everyone the tools to prevent them.

However, as the pressure campaign escalated, so did the rhetoric on the Kiwifarms

site. Feeling attacked, users of Kiwifarms became even more aggressive. Over the

last two weeks, we have proactively reached out to law enforcement in multiple

jurisdictions highlighting what we believe are potential criminal acts and imminent

threats to human life that were posted to the site.

Legal process

While law enforcement in these areas are working to investigate what we and

others reported, unfortunately the process is moving more slowly than the

escalating risk. While we believe that in every other situation we have faced —

including the Daily Stormer and 8chan — it would have been appropriate as an

infrastructure provider for us to wait for legal process, in this case the imminent and

emergency threat to human life which continues to escalate causes us to take this

action.

Hard cases make bad law. This is a hard case and we would caution anyone from

seeing it as setting precedent. The policies we articulated last Wednesday remain

our policies. For an infrastructure provider like Cloudflare, legal process is still the

correct way to deal with revolting and potentially illegal content online.

But we need a mechanism when there is an emergency threat to human life for

infrastructure providers to work expediently with legal authorities in order to ensure

the decisions we make are grounded in due process. Unfortunately, that

mechanism does not exist and so we are making this uncomfortable emergency

decision alone.

Not the end

Finally, we are aware and concerned that our action may only fan the flames of this

emergency. Kiwifarms itself will most likely find other infrastructure that allows

them to come back online, as the Daily Stormer and 8chan did themselves after we

terminated them. And, even if they don't, the individuals that used the site to

increasingly terrorize will feel even more isolated and attacked and may lash out

further. There is real risk that by taking this action today we may have further

heightened the emergency.

We will continue to work proactively with law enforcement to help with their

investigations into the site and the individuals who have posted what may be illegal

content to it. And we recognize that while our blocking Kiwifarms temporarily

addresses the situation, it by no means solves the underlying problem. That

solution will require much more work across society. We are hopeful that our action

today will help provoke conversations toward addressing the larger problem. And

we stand ready to participate in that conversation.

We protect entire corporate networks, help customers build Internet-scale

applications efficiently, accelerate any website or Internet application, ward off

DDoS attacks, keep hackers at bay, and can help you on your journey to Zero Trust.

Visit 1.1.1.1 from any device to get started with our free app that makes your Internet

faster and safer.

To learn more about our mission to help build a better Internet, start here. If you're

looking for a new career direction, check out our open positions.
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On September 4, Kiwi Farms forum administrators activated DDoS-Guard protection
for their domain.

As a DDoS protection provider, we have customers around the world and it is not our
duty to moderate content on their sites. We don’t have to decide whether a website
violates the law. We only can restrict access to the customer’s website if it is
reasonable. For example, if there’s the official notice from the court.
However, today we did not wait for the official notification and stopped providing
services for the Kiwi Farms forum. We have received multiple complaints from users
saying that it violates the DDoS-Guard Acceptable Use Policy.
Having analyzed the content of the site, we decided on the termination of DDoS
protection services for kiwifarms.ru. To all those who brought this incident to our
attention, we thank you.
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"Service Continuation Of Kiwi Farms" By Hugo Carvalho 2022-09-15 23:45:08

Service Continuation Of Kiwi Farms...

My name is Hugo Carvalho and I'm the CEO of DiamWall, today I'm bringing an important statement that I never thought I

would need to do anytime soon.

About our CDN...

Before even starting to talk about Kiwi Farms I think it is important to let people know what a CDN is and does.

We are only a proxy that filters website traffic and blocks malicious requests, we DO NOT host any website, we ARE NOT

responsible for any website's content and we CANNOT control every service's content.

Everyone is free to register an account at our website, pay for the product and start using it. We DO NOT and CANNOT

analyze every single website that starts using our services.

DiamWall is completely new in this market (we opened to the public one month ago) and this is not a good way to start for

sure, nor is it the way that we wanted to start.

DiamWall was formed by a small group of people that worked for many years in this area with private customers and we

created the best Anti-DDoS technologies that ever existed.

Now that you understand how it works, let's talk about Kiwi Farms...

The owner of Kiwi Farms came in need of DDoS Protection and because their website was offline due to DDoS, we didn't

really know about their website's content. They had a PROBLEM and we had the SOLUTION.

Soon enough the reports started to arrive and we started digging more and more about this website, soon enough we found

that Kiwi Farms hosts a lot of revolting content.

We do not think that is fair to terminate any service because of public pressure but in this case, we think there is some

foundation behind all those requests and we really do not want to have anything to do with it.

So, after careful consideration, DiamWall does not feel like Kiwi Farms is a good fit for our company, which means that today

we are SUSPENDING their service inside DiamWall's CDN.

Please be AWARE that this will not fix the issue, only delay it, they will find another provider that can protect them and will

be online once again.

Best Regards,

Hugo Carvalho,

DiamWall CEO
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We have blocked Kiwifarms. Visitors to any of the Kiwifarms sites that use any of

Cloudflare's services will see a Cloudflare block page and a link to this post.

Kiwifarms may move their sites to other providers and, in doing so, come back

online, but we have taken steps to block their content from being accessed through

our infrastructure.

This is an extraordinary decision for us to make and, given Cloudflare's role as an

Internet infrastructure provider, a dangerous one that we are not comfortable with.

However, the rhetoric on the Kiwifarms site and specific, targeted threats have

escalated over the last 48 hours to the point that we believe there is an

unprecedented emergency and immediate threat to human life unlike we have

previously seen from Kiwifarms or any other customer before.

Escalating threats

Kiwifarms has frequently been host to revolting content. Revolting content alone

does not create an emergency situation that necessitates the action we are taking

today. Beginning approximately two weeks ago, a pressure campaign started with

the goal to deplatform Kiwifarms. That pressure campaign targeted Cloudflare as

well as other providers utilized by the site.

Cloudflare provided security services to Kiwifarms, protecting them from DDoS and

other cyberattacks. We have never been their hosting provider. As we outlined last

Wednesday, we do not believe that terminating security services is appropriate,

even to revolting content. In a law-respecting world, the answer to even illegal

content is not to use other illegal means like DDoS attacks to silence it.

We are also not taking this action directly because of the pressure campaign. While

we have empathy for its organizers, we are committed as a security provider to

protecting our customers even when they run deeply afoul of popular opinion or

even our own morals. The policy we articulated last Wednesday remains our policy.

We continue to believe that the best way to relegate cyberattacks to the dustbin of

history is to give everyone the tools to prevent them.

However, as the pressure campaign escalated, so did the rhetoric on the Kiwifarms

site. Feeling attacked, users of Kiwifarms became even more aggressive. Over the

last two weeks, we have proactively reached out to law enforcement in multiple

jurisdictions highlighting what we believe are potential criminal acts and imminent

threats to human life that were posted to the site.

Legal process

While law enforcement in these areas are working to investigate what we and

others reported, unfortunately the process is moving more slowly than the

escalating risk. While we believe that in every other situation we have faced —

including the Daily Stormer and 8chan — it would have been appropriate as an

infrastructure provider for us to wait for legal process, in this case the imminent and

emergency threat to human life which continues to escalate causes us to take this

action.

Hard cases make bad law. This is a hard case and we would caution anyone from

seeing it as setting precedent. The policies we articulated last Wednesday remain

our policies. For an infrastructure provider like Cloudflare, legal process is still the

correct way to deal with revolting and potentially illegal content online.

But we need a mechanism when there is an emergency threat to human life for

infrastructure providers to work expediently with legal authorities in order to ensure

the decisions we make are grounded in due process. Unfortunately, that

mechanism does not exist and so we are making this uncomfortable emergency

decision alone.

Not the end

Finally, we are aware and concerned that our action may only fan the flames of this

emergency. Kiwifarms itself will most likely find other infrastructure that allows

them to come back online, as the Daily Stormer and 8chan did themselves after we

terminated them. And, even if they don't, the individuals that used the site to

increasingly terrorize will feel even more isolated and attacked and may lash out

further. There is real risk that by taking this action today we may have further

heightened the emergency.

We will continue to work proactively with law enforcement to help with their

investigations into the site and the individuals who have posted what may be illegal

content to it. And we recognize that while our blocking Kiwifarms temporarily

addresses the situation, it by no means solves the underlying problem. That

solution will require much more work across society. We are hopeful that our action

today will help provoke conversations toward addressing the larger problem. And

we stand ready to participate in that conversation.

We protect entire corporate networks, help customers build Internet-scale

applications efficiently, accelerate any website or Internet application, ward off

DDoS attacks, keep hackers at bay, and can help you on your journey to Zero Trust.

Visit 1.1.1.1 from any device to get started with our free app that makes your Internet

faster and safer.

To learn more about our mission to help build a better Internet, start here. If you're

looking for a new career direction, check out our open positions.
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Abuse Legal
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Matthew Prince | @eastdakota

Cloudflare | @cloudflare
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Applying Human Rights Frameworks to our approach to abuse

Cloudflare launched its first Human Rights Policy in 2021, formally stating our commitment to

respect human rights under the UN Guiding Principles on Business and Human Rights (UNGPs)...

By Alissa Starzak

Impact Week, Abuse, Human Rights 

August 31, 2022 6:00 AM

Cloudflare's abuse policies & approach

Cloudflare launched nearly twelve years ago. Over that time, our set of services has become

much more complicated. With that complexity we have developed policies around how we handle

abuse of different features Cloudflare provides...

By Matthew Prince, Alissa Starzak

Abuse, Freedom of Speech, Legal 

December 18, 2019 10:02 AM

Announcing the CSAM Scanning Tool, Free for All Cloudflare Customers

Two weeks ago we wrote about Cloudflare's approach to dealing with child sexual abuse material

(CSAM). We first began working with the National Center for Missing and Exploited Children

(NCMEC), the US-based organization that acts as a clearinghouse for removing this abhorrent

content...

By Justin Paine, John Graham-Cumming

Legal, Abuse 

February 28, 2019 5:00 AM

Digital Evidence Across Borders and Engagement with Non-U.S. Authorities

Since we first started reporting in 2013, our transparency report has focused on requests from

U.S. law enforcement. Previous versions of the report noted that, as a U.S. company, we ask non-

U.S. law enforcement agencies to obtain formal U.S. legal process before providing customer

data. ...

By Caroline Greer

Legal, Politics, Abuse, Due Process, Community 
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▼

/ / DDoS-Guard terminating services for Kiwi Farms

DDoS-Guard terminating services for Kiwi FarmsSeptember 5, 2022  1303

On September 4, Kiwi Farms forum administrators activated DDoS-Guard protection
for their domain.

As a DDoS protection provider, we have customers around the world and it is not our
duty to moderate content on their sites. We don’t have to decide whether a website
violates the law. We only can restrict access to the customer’s website if it is
reasonable. For example, if there’s the official notice from the court.
However, today we did not wait for the official notification and stopped providing
services for the Kiwi Farms forum. We have received multiple complaints from users
saying that it violates the DDoS-Guard Acceptable Use Policy.
Having analyzed the content of the site, we decided on the termination of DDoS
protection services for kiwifarms.ru. To all those who brought this incident to our
attention, we thank you.

Authors:
DDoS-Guard
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Blog (Service Continuation Of Kiwi Farms)

"Service Continuation Of Kiwi Farms" By Hugo Carvalho 2022-09-15 23:45:08

Service Continuation Of Kiwi Farms...

My name is Hugo Carvalho and I'm the CEO of DiamWall, today I'm bringing an important statement that I never thought I

would need to do anytime soon.

About our CDN...

Before even starting to talk about Kiwi Farms I think it is important to let people know what a CDN is and does.

We are only a proxy that filters website traffic and blocks malicious requests, we DO NOT host any website, we ARE NOT

responsible for any website's content and we CANNOT control every service's content.

Everyone is free to register an account at our website, pay for the product and start using it. We DO NOT and CANNOT

analyze every single website that starts using our services.

DiamWall is completely new in this market (we opened to the public one month ago) and this is not a good way to start for

sure, nor is it the way that we wanted to start.

DiamWall was formed by a small group of people that worked for many years in this area with private customers and we

created the best Anti-DDoS technologies that ever existed.

Now that you understand how it works, let's talk about Kiwi Farms...

The owner of Kiwi Farms came in need of DDoS Protection and because their website was offline due to DDoS, we didn't

really know about their website's content. They had a PROBLEM and we had the SOLUTION.

Soon enough the reports started to arrive and we started digging more and more about this website, soon enough we found

that Kiwi Farms hosts a lot of revolting content.

We do not think that is fair to terminate any service because of public pressure but in this case, we think there is some

foundation behind all those requests and we really do not want to have anything to do with it.

So, after careful consideration, DiamWall does not feel like Kiwi Farms is a good fit for our company, which means that today

we are SUSPENDING their service inside DiamWall's CDN.

Please be AWARE that this will not fix the issue, only delay it, they will find another provider that can protect them and will

be online once again.

Best Regards,

Hugo Carvalho,

DiamWall CEO

Tags: All Important Information

 +351 912345678

 support@diamwall.com
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▾ About this capture

also: Internet Archive, 
hCaptcha, Voxility, Lumen, 

Arelion, GTT, Zayo…

Methods 
and 

Datasets 

• 15M+ forum posts, 500k+ Telegram messages, and 11k+ Tweets.

• Web traffic to 6 major domains of Kiwi Farms, by Similarweb.

• Search interest in Kiwi Farms, as shown by Google Trends.

how effective is this 
coordinated effort?



The global search trends for Kiwi Farms and visit traffic to its six major domains
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traffic and search interest 
gradually declined

Cloudflare’s 
action DDoS-Guard’s 

action

Twitter campaign

Unintended consequences: the Streisand effect
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traffic and search interest 
gradually declined

Cloudflare’s 
action DDoS-Guard’s 

action

Twitter campaign

Unintended consequences: the Streisand effect
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Kiwi Farms Telegram Channels

Kiwi Farms

Lolcow Farm

Twitter campaign

Twitter campaign

ISP blackholing 

DDoS attacks

all domains 
stopped

Zayo blocked 
the forum ISP blackholing 

DDoS 
attacks

synced drop; unclear reasons

major shifts after Cloudflare 
and DDoS-Guard’s actions

initial platform shifts 
after ISP blackholing

major shifts after all 
domains stopped

major shifts after 
Zayo’s block

activity gradually 
decreased

almost no 
activity before

downtime in sync with Kiwi Farms a fast recovery; no displacement from Kiwi Farms

Number of posts and users on Kiwi Farms, its Telegram channels, and primary competitor Lolcow Farm
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stopped
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synced drop; unclear reasons
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and DDoS-Guard’s actions
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major shifts after all 
domains stopped

major shifts after 
Zayo’s block

activity gradually 
decreased

almost no 
activity before

downtime in sync with Kiwi Farms a fast recovery; no displacement from Kiwi Farms

Number of posts and users on Kiwi Farms, its Telegram channels, and primary competitor Lolcow Farm
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downtime in sync with Kiwi Farms a fast recovery; no displacement from Kiwi Farms
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recovery
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DDoS 
attacks

synced drop; unclear reasons

major shifts after Cloudflare 
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• The publicity given by the takedown increased awareness and attracted more visitors.
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• The publicity given by the takedown increased awareness and attracted more visitors.

• Most traffic was fragmented into other old domains shortly after the disruption.



Traffic was temporarily fragmented into old domains

The number of daily estimated Similar web visits and the traffic fragmentation into multiple old domains

��
��
��

���

��
��
��

���

��
��
��

���

��
��
��

��	

��
��
��

��


��
��
��

���

��
��
��

���

��
��
��

���

��
��
���
���

��
��
���
���

��
��
���
���

��
��
���
��


��
��
���
���

��
��
���
���

��
��
���
���

��
��
���
�	�

��
��
���
��	

��
��
���
��


��
��
���
���

��
��
���
���

��
��
���
���

��
��
���
��	

��
��
���
��


��
��
���
���

��
��
���
���

��
��
���
���

��
��
���
��	

��
��
���
��


��
��
���
���

��
��
���
���

��
��
���
���

��
��
���
���

��
��
���
���

��
��
���
���

��
��
���
��


��
��
���
���

��
��
���
���

��
��
���
���

��
��
���
�	�

��
��
���
��


��
��
���
���

��
��
���
���

��
��
���
���

��
��
���
���

��
��
���
��


��
��
���
���

�
����
����
	���

���
����
����

���
���� ����������� ��!���������� ��!�������� ��!���������� ��!��������� ��!��������� ��!���������

DDoS attacks

Cloudflare’s action

ISP blackholing
DDoS-Guard’s action

all domains stopped
first recovery

Zayo blocked the forum

second recovery

• The publicity given by the takedown increased awareness and attracted more visitors.

• Most traffic was fragmented into other old domains shortly after the disruption.

• The forum recovery got all the traffic back to the primary domain.

• The forum traffic has now been fully recovered, and even more active than before!
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Abstract—Legislators and policymakers worldwide are debat-
ing options for suppressing illegal, harmful and undesirable
material online. Drawing on several quantitative data sources,
we show that deplatforming an active community to suppress
online hate and harassment, even with a substantial concerted
effort involving several tech firms, can be hard. Our case study
is the disruption of the largest and longest-running harassment
forum KIWI FARMS in late 2022, which is probably the most
extensive industry effort to date. Despite the active participa-
tion of a number of tech companies over several consecutive
months, this campaign failed to shut down the forum and
remove its objectionable content. While briefly raising public
awareness, it led to rapid platform displacement and traffic
fragmentation. Part of the activity decamped to Telegram,
while traffic shifted from the primary domain to previously
abandoned alternatives. The forum experienced intermittent
outages for several weeks, after which the community leading
the campaign lost interest, traffic was directed back to the
main domain, users quickly returned, and the forum was back
online and became even more connected. The forum members
themselves stopped discussing the incident shortly thereafter,
and the net effect was that forum activity, active users, threads,
posts and traffic were all cut by about half. The disruption
largely affected casual users (of whom roughly 87% left),
while half the core members remained engaged. It also drew
many newcomers, who exhibited increasing levels of toxicity
during the first few weeks of participation. Deplatforming a
community without a court order raises philosophical issues
about censorship versus free speech; ethical and legal issues
about the role of industry in online content moderation; and
practical issues on the efficacy of private-sector versus gov-
ernment action. Deplatforming a dispersed community using
a series of court orders against individual service providers
appears unlikely to be very effective if the censor cannot
incapacitate the key maintainers, whether by arresting them,
enjoining them or otherwise deterring them.

1. Introduction
Online content is now prevalent, widely accessible, and in-
fluential in shaping public discourse. Yet while online places
facilitate free speech, they do the same for hate speech [1],

and the line between the two is often contested. Some cases
of stalking, bullying, and doxxing such as Gamergate have
had real-world consequences, including violent crime and
political mobilisation [2]. Content moderation has become a
critical function of tech companies, but also a political tussle
space, since abusive accounts may affect online communities
in significantly different ways [3]. Online social platforms
employ various mechanisms, for example, artificial intelli-
gence [4], to detect, moderate, and suppress objectionable
content [5], including “hard” and “soft” techniques [6].
These range from reporting users of illegal content to the
police, through deplatforming users breaking terms of ser-
vice [7], to moderating legal but obnoxious content [8],
which may involve actions such as flagging it with warn-
ings, downranking it in recommendation algorithms [9], or
preventing its being monetised through ads [10].

Deplatforming may mean blocking individual users, but
sometimes the target is not a single bad actor, but a whole
community, such as one involved in crime [11]. It can
be undertaken by industry, as when Cloudflare, GoDaddy,
Google and some other firms terminated service for the
DAILY STORMER after the Unite the Right rally in Virginia
in 2017 [12] and for 8CHAN in August 2019 [13]; or by
law enforcement, as with the FBI taking down DDoS-for-
hire services in 2018 [14], [15] and 2022 [16], [17], and
seizing RAID FORUMS in 2022 [18]. Industry disruption has
often been short-lived; both 8CHAN and DAILY STORMER re-
emerged or relocated shortly after being disrupted. Police
intervention is often slow and less effective, and its impact
may also be temporary [11]. After the FBI terminated SILK
ROAD [19], the online drug market fragmented among mul-
tiple smaller ones [20]. The seizure of RAID FORUMS [18]
led to the emergence of its successors BREACH FORUMS,
EXPOSED FORUMS, and ONNI FORUMS. Furthermore, the FBI
takedowns of DDoS-for-hire services cut the attack volume
significantly, yet the market recovered rapidly [14], [15].

KIWI FARMS is the largest and longest-running online
harassment forum [21]. It is often associated with real-life
trolling and doxxing campaigns against feminists, gay rights
campaigners and minorities such as disabled, transgender,
and autistic individuals; some have killed themselves after
being harassed [22]. Despite being unpleasant and widely
controversial, the forum has been online for a decade and

All our datasets are available!
Anh V.  Vu — anh.vu@cst.cam.ac.uk

    See paper for

• Forum users were more connected.

• Details of the industry responses.

• The reactions of the leading community. 

• User discussions about the campaign.
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    Deplatforming an active community to suppress online hate and 
harassment without incapacitating the owners can be challenging!

    A series of competent tech firms, with a swift effort, have not 
succeeded. Government and police actions may be less effective.

    The UK Online Safety Bill empowering a regulator (Ofcom) to 
stop ‘harmful but not illegal’ services may not be very effective. 

All our datasets are available!
Anh V.  Vu — anh.vu@cst.cam.ac.uk

    See paper for

• Forum users were more connected.

• Details of the industry responses.

• The reactions of the leading community. 

• User discussions about the campaign.
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